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Objectives of Today’s Session
• Understand Why GLBA Compliance Matters to 

Messiah College
– GLBA regulatory mandate 
– Significance of GLBA compliance to Messiah College

• Share Resource Commitments Required to Engage in  
the Compliance Project
– Time and effort requirement by Messiah College

• Discuss the GLBA Assessment Project
– Review project goals (What and Why)
– Explain methodology (How and Why)
– Share recommended remediation approach

• How Your School Can Get Started
– Key requirements for GLBA compliance 
– How to Begin 
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Rick Dent, Messiah College – CIO
BACKGROUND AND EXPERIENCE

Dick Morrison, Messiah College - Legal Counsel
BACKGROUND AND EXPERIENCE

Kathleen Roberts, iSecure Solutions – Founder & 
Principal
BACKGROUND AND EXPERIENCE

Introduction – About Us
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About Kathleen

• I am a Christian by grace
• I am an Information Security Professional by 

trade
• I am an MBA in Information Systems by 

education
• I am a Sansei by blood
• I am an Ice Cream Fanatic by choice 
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Confidentiality
Protection from unauthorized or unintentional 

access or disclosure

Integrity
Assurance that information and 
systems are accurate, complete 

and reliable, safe from 
unauthorized or unintentional 

modifications

Availability
Ensuring reliable and timely access to 

systems and data resources by 
authorized users

Information Security Principles
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• Privacy is the appropriate use of 
information as defined by:

– Law
– Public sensitivity
– Context

Privacy vs. 
Security

Privacy and Security
are two different things!

• Security is the protection of information
– Data Classification Categories
– Define who has access - (Confidentiality) 
– Define who can manipulate the data - (Integrity)

Security is a Pre-Requisite to Privacy !
Original Content Source - www.privacyassociation.org - URL - www.ehcca.com/presentations/HIPAA10/grymes.ppt

http://www.privacyassociation.org/


iSecure Solutions7

Agenda
• Introduction
• Compliance in Higher Education

– Evolution of Information Security Regulation
– Key Components of the Gramm-Leach-Bliley Act (GLBA)
– Significance of GLBA Compliance to Messiah College

• GLBA Compliance Assessment Project 
– Project Goals, Scope and Rationale
– Messiah Personnel - Time and Effort Required
– Methodology and Tools Used
– Key Information Documented

• Compliance Project Readout
– Selected Final Reports
– Suggested Implementation Approach 
– Determine Next Steps

• Conclusion 
– Getting Started - GLBA Key Components
– How to Begin 
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Information Security Regulatory 
Environment

• Protection of Non Public Personal 
Information (NPPI)
− 1980’s and 1990’s

» Self Regulation using “Good Security Practices”
− 2000 - 2007

» Security Breaches became Common Occurrence - 155 Million Records to date
» All Industries: ChoicePoint, U.S. Dept. of Veterans Affairs, Ohio State University, 

YMCA, DSW Retailer, UVa, etc.
» Type of Breaches: Hackers, Lost or Stolen Laptops, Lost or Stolen Back Up 

Tapes, Disgruntled or Dishonest Employees, Third Party Providers, etc.

• Result:
» Federal and State Regulatory Agencies Stepped In and created HIPAA, GLBA, 

CA SB 1386, PCIDSS, FDA Rule 21, (32) additional state data breach laws, etc.
» Regulatory Environment Grows More Complex for Higher Education Institutions

Graphic - Microsoft
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Information Security Regulatory Environment 
(Continued)

The current regulatory environment 
requires higher educational institutions to 
protect student and employee financial 
and health information from improper 
disclosure.

• Financial Information – GLBA, PCI-DSS
• Health Information – HIPAA
• Educational Information - FERPA
• Data Breach Disclosures – CA SB 1386, etc.
• Research Information – FDA Rule 21

Graphic - Microsoft
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GLBA Six Key Elements

• Prepare a comprehensive, flexible, written Information Security 
Program

• Designate an employee or office to be Information Security Program 
Coordinator

• Identify and assess the risks involving the security of customer 
information (includes a risk assessment of computer information 
systems)

• Develop appropriate safeguards to control risks
– Ensure that administrative, technical and physical safeguards

are implemented to control the risks identified
• Oversee service providers
• Evaluate and adjust the information security program
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Agenda
• Introduction
• Compliance in Higher Education

– Evolution of Information Security Regulation
– Key Components of the Gramm-Leach-Bliley Act (GLBA)
– Significance of GLBA Compliance to Messiah College

• GLBA Compliance Assessment Project 
– Project Goals, Scope and Rationale
– Messiah Personnel - Time and Effort Required
– Methodology and Tools Used
– Key Information Documented

• Compliance Project Readout
– Selected Final Reports
– Suggested Implementation Approach 
– Determine Next Steps

• Conclusion 
– Getting Started - GLBA Key Components
– How to Begin 
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GLBA Compliance Assessment –
Project Goals

• Conduct an IT Risk Assessment to understand 
overall picture of IT risk and areas for 
improvement

• Conduct a GLBA Gap Analysis to determine 
areas for improvement 

• Prioritize remediation recommendations and 
identify “low hanging fruit” areas of opportunity

• Assuming limited staff resources, create a 
remediation plan that is realistic and useable
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GLBA Compliance Assessment –
Project Scope
• Inventory Critical Information Assets 

» Identify data, systems, hardware and people
» Determine Data Classification rules and prioritize data
» Determine risk factors and weightings

• Inventory and Rate Current Level of Security Safeguards
» Identify and rate current controls

• Prepare for and Conduct IT Risk Assessment 
» Select key departments handling critical data
» Identify knowledgeable staff for interview participation and prep all parties
» Customize and administer IT risk survey that includes GLBA requirements
» Obtain information on department use of technical and administrative controls

• Analyze Data and Perform GLBA Gap Analysis
» Conduct comprehensive analysis of data collected
» Compare findings to GLBA requirements and determine gaps

• Create Remediation Recommendations
» Write Final Report including remediation steps necessary for compliance
» Provide Remediation Plan to begin the process  to implement findings.
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GLBA Compliance Assessment -
Messiah College Personnel Involvement

Department Time and Effort

Project Team
(ITS and College Counsel) 

Meetings
Data Collection

Departmental 
Subject Matter Experts

Meeting
Prepare/ Data Collection

Graphic - Messiah College
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Information Security Program Framework

Awareness 
and Education

IT Risk
Assessments

Controls 
Technical and Administrative

Governance, 
Policies and 
Management 

Oversight

All four components within this framework are required 
by security standards, best practices and regulatory 
compliance.
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Information Security Program Framework –
Governance, Policies and Management Oversight

Awareness 
and Education

IT Risk
Assessments

Controls 
Technical and Administrative

Governance, 
Policies and 
Management 

Oversight

• Develop, Implement and Update 
the Information Security Program
• Report on the Status of the 
Information Security Program and
Security Issues to the Audit 

Committee and the Institution’s 
Board.
• Develop, Implement and Update 
Information Security Policies, 
Standards and Operating 
Procedures
• Develop, Implement and Update 
an Information Security Incident
Response Program.

Establish and Oversee an Information Security 
Program 
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Information Security Program Framework –
IT Risk Assessments

Awareness 
and Education

IT Risk
Assessments

Controls 
Technical and Administrative

Governance, 
Policies and 
Management 

Oversight

• Develop IT Risk Assessment 
Methodologies and Model

• Assess IT Infrastructure and 
Departmental Application Risks

• Assess Technical and 
Administrative Operational 
Risks

• Assess Business Partner 
Risks

Establish and Lead the IT Risk Assessment Process
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Information Security Program Framework –
Technical and Administrative Controls

Awareness 
and Education

IT Risk
Assessments

Controls 
Technical and Administrative

Governance, 
Policies and 
Management 

Oversight

• Stay Aware of New Technology

• Determine Impact of Emerging 
Threats

• Assess System Vulnerabilities

• Monitor Environment Based 
Upon Changing Legal and 
Regulatory Requirements

Implement new Technical and Administrative Security 
Controls based on the changing Environment 
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Information Security Program Framework -
Awareness and Education

Awareness 
and Education

IT Risk
Assessments

Controls 
Technical and Administrative

Governance, 
Policies and 
Management 

Oversight

• Develop and Implement Security 
Awareness Campaigns
• Provide Targeted Presentations 
and Educational Seminars
• Enroll Key IT Staff in Targeted 
Security Education Classes
• Communicate the Requirements 
for Secure Computing among the 
Student and Staff Population.
• Educate Students regarding the 
Ethics of Computer Use and 
Security.  

Advocate Information Security Awareness
among the entire Institution’s Community
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GLBA Compliance Assessment Project

Awareness 
and Education

IT Risk
Assessments

Controls 
Technical and Administrative

Governance, 
Policies and 
Management 

Oversight

iSecure Solutions Built Project Scope based 
upon this Framework • Governance, Policies and Management 

Oversight 
- Policy Assessment Completed in Phase I
- Governance, Mgmt Oversight 
Assessment Needed

• IT Risk Assessment 
- IT Infrastructure Network Review 
Completed in Phase I, Detailed Asset Info 
Needed
- Dept. Applications Assessment Needed

• Controls 
- IT Infrastructure Assessment Needed
- Dept. Applications Assessment Needed

• Awareness and Education
-College Community Assessment Needed
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GLBA Compliance Assessment Project -
Process Flow

Inventory and 
prioritize critical 
assets and 
information within

Assess risks

Perform GLBA 
Gap Analysis

Analyze findings 
and recommend 
actions

10. Monitor, test, evaluate and 
adjust program every 1-3 years.

Create / 
Update Plan

1. Inventory all critical assets. 
(data, systems, hardware and 
people)

Evaluate 
effectiveness of 
current 
safeguards

5. Identify all safeguards or 
controls in use. *

6. Determine adequacy of these 
safeguards based upon defined 
risk factors. *

8. Compare findings to 
regulatory and best practice 
standards. *

9. Develop recommendations     
with corrective actions required 
for compliance and to mitigate 
risks.

7. Conduct risk assessment interview session 
with selected individuals.*

2. Classify data in identified 
assets to prioritize, based upon 
data stored within *

Conduct risk 
assessment
interview 
session

3. Assign initial risk factors. *

4. Prioritize risks using 
weightings. *

* iSecure Solutions has a 
Tool available to assist.
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GLBA Compliance Assessment –
Project Tools Used

Tool Name Process Step Function

Critical Asset Inventory 
1 Identify and document all mission critical assets 

- data, systems, hardware and people.

Data Classification Aid 2 Identify, locate and classify mission critical data.

Risk Factor 
Identification and 
Weighting

3 & 4 Identify vulnerabilities and threats to mission 
critical data and operations. Assign relative 
weight to prioritize.

Security Controls 

Rating Matrix

5 Identify current safeguards/controls and 
"maturity level."

Risk Assessment 
Interview Customized 
Survey 

7 Customize to target specific areas and 
maximize overall understanding.

High Level IT Security 

Risk Matrix

6 & 8 Populate matrix.  Analyze findings comparing to 
regulatory and best practice standards.

GLBA Assessment 

Final Report

9 Analyze findings, develop recommendations 
and write final report.

GLBA Remediation 
Project Tracker 

10 Using final report findings, create remediation 
implementation plan.

Graphic – Messiah College



iSecure Solutions23

Key Information Documented
• Critical Asset Inventory

– Critical Data Listed and Sorted by Data Classification Category
– Critical Systems, Hardware Listed
– Critical Departmental People Listed

• Security Control Matrix
– Inventory of Control Coverage at the College
– View of Impact to Overall Environment
– Control Scorecard

• Risk Assessment Interview Survey Responses
– IT Infrastructure – NOT REQUIRED due to Phase I Security Assessment)
– Departmental Practices – Risk Areas
– Details of Inconsistencies for Follow Up

• High Level IT Risk Matrix
– Consolidated View of Specific Information Asset, GLBA impact, Score across all Messiah 

College Risk Factors, Relative Risk and GLBA Risk.
– Use to Prioritize Areas to Focus On

• Final Report Document
– Official Scorecard from GLBA Gap Analysis
– Detailed Explanation of Assessment.

• GLBA Remediation Project Tracker 
– Implementation Tool Allowing further Customization

Graphic - Microsoft
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Agenda
• Introduction
• Compliance in Higher Education

– Evolution of Information Security Regulation
– Key Components of the Gramm-Leach-Bliley Act (GLBA)
– Significance of GLBA Compliance to Messiah College

• GLBA Compliance Assessment Project 
– Project Goals, Scope and Rationale
– Messiah Personnel - Time and Effort Required
– Methodology and Tools Used
– Key Information Documented

• Compliance Project Readout
– Selected Final Reports
– Suggested Implementation Approach 
– Determine Next Steps

• Conclusion 
– Getting Started - GLBA Key Components
– How to Begin 
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High Level IT Risk Matrix

Graphic – Messiah College
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GLBA Detailed Report
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Suggested Implementation Approach

• Unified, Institution-Wide Approach
– Most efficient use of scarce resources
– Many similarities in the approaches required by regulation (HIPAA, 

GLBA, PCI DSS, CA SB 1386, etc.) so minimizes duplication of 
efforts

– Able to comply with multiple regulations at once by implementing the 
minimal safeguards

– If conflicting laws, implement the most stringent regulation

• Embraced Autonomy Model
– Information Security Officer (ISO) “officially appointed” as lead – form 

committee of key stakeholders within the school community
– Committee collaboratively identifies scope of projects and standards 

to be implemented
– Implementation handled locally by departments

Graphic – Messiah College
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Determine Next Steps – Remediation 
Implementation

• Prioritize Recommendations  
• Examine “Low Hanging Fruit”
• Balance a Bias for Taking Action with Realistic Expectations -

consider starting with the following:
– Information Security Officer (ISO) officially named
– ISO forms Small Committee with Representation from Key Data 

Owners, Departments and Users
– Committee Function and Responsibilities defined and approved
– Remediation Plan developed and implemented

• Regularly Communicate Progress to Executive Leadership
• Monitor, Evaluate and Revise on an Ongoing Basis 

Graphic – Messiah College
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Agenda
• Introduction
• Compliance in Higher Education

– Evolution of Information Security Regulation
– Key Components of the Gramm-Leach-Bliley Act (GLBA)
– Significance of GLBA Compliance to Messiah College

• GLBA Compliance Assessment Project 
– Project Goals, Scope and Rationale
– Messiah Personnel - Time and Effort Required
– Methodology and Tools Used
– Key Information Documented

• Compliance Project Readout
– Selected Final Reports
– Suggested Implementation Approach 
– Determine Next Steps

• Conclusion 
– Getting Started - GLBA Key Components
– How to Begin 
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Getting Started –
GLBA Key Components Review

• Prepare a comprehensive, flexible, written Information Security 
Program

• Designate an employee or office to be Information Security Program 
Coordinator

• Identify and assess the risks involving the security of customer 
information (includes a risk assessment of computer information 
systems)

• Develop appropriate safeguards to control risks
– Ensure that administrative, technical and physical safeguards

are implemented to control the risks identified
• Oversee service providers
• Evaluate and adjust the information security program
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How to Begin 
• Inventory Critical Information Assets 

» Identify data, systems, hardware and people
» Determine Data Classification rules and prioritize data
» Determine risk factors and weightings

• Inventory and Rate Current Level of Security Safeguards
» Identify and rate current controls

• Prepare for and Conduct IT Risk Assessment 
» Select key departments handling critical data
» Identify knowledgeable staff for interview participation and prep all parties
» Administer survey that focuses on GLBA requirements
» Obtain data on department use of technical and administrative controls

• Analyze Data and Perform GLBA Gap Analysis
» Conduct comprehensive analysis of data collected
» Compare findings to GLBA requirements and determine gaps

• Create Remediation Recommendations
» Create Final Report with findings and remediation steps necessary for 

compliance
» Provide Remediation Plan to begin the process  to implement findings.
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Questions?
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Thank You

Please allow iSecure Solutions to 
serve you …

stop by the Larson Student Center this evening 
between 7-9 pm for some locally made ice cream, 
compliments of iSecure Solutions!

www.iSecureSolutions.com
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