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Program / Information -
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G Development and X X 2.000
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Development and X
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Security 9o mplementation X i 2 250 | 1 ora | 200 22 5000
Administrative Development and * . . 2.000 .
Controls Configuration Management 1 1 1.37 .
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Information Development and X 2000
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Backup / Recovery Implementation 1 1 1 1 1 1 0 0.95 1.000
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* Although not specifically mentioned as a required control, this controls necessary as per 314.3(b)(2) -

Protect against any anticipated threats or hazrds to the security and integrity of customer information
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Ratings Factors / Descriptions

No written InfoSec Program

No InfoSec Program implementation process or staff assignments

ITC and Council reporting by IT management

ITC Approval and may ask Council approval as appropriate

Have partial set of InfoSec policies. Must create end user awareness.

It was determined that major applications with GLBA data are not outsourced

Informal, undocumented procedures and email trails.

Informal, undocumented procedures and email trails.

GLBA IT Risk assessment outsourced to external vendor Q2 2006

GLBA IT Risk assessment performed Q4 2006 - Q2-2007 by iSecure

User awareness program planning process started.

No user awareness program currently in place’

Partial implementation of process and procedures.

Partial implementation of process and procedures.

Windows user authentication and access controls

Windows user authentication and access controls implemented

Not Implemented

Not Implemented

Controls implemented and tested

Controls implemented and tested

Minimal implementations

Controls implemented

Controls implemented

External vendor assessments performed

Controls implemented

Control development process begun

Controls not implemented

Control development process begun

Controls not implemented
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